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HFKQRORJLD�NRPSXWHURZD�VWDáD�VL
�QD�SU]HáRPLH�ZLHNX�G]LHG]LQ���NWyU��RNUH�OD�VL


MDNR�GHILQLXM�F��UR]ZyM�VSRáHF]H�VWZD��WHFKQRORJL��ZV]HFKREHFQ��ZH�ZV]\VWNLFK

G]LHG]LQDFK� OXG]NLHJR� *\FLD�� 6]HURNLH� ]DVWRVRZDQLH� NRPSXWHUyZ� QLH� RPLQ
áR

WDN*H� PHG\F\Q\�� =G�*\OL�P\� VL
� MX*� SU]\]Z\F]DLü� L� Z� SHáQL� ]DDNFHSWRZDü

REHFQR�ü� PLNURSURFHVRUyZ� Z� SU]\U]�GDFK� GLDJQRVW\F]Q\FK� L� WHUDSHXW\F]Q\FK�� VWRVRZDQLD

SURJUDPRZDQ\FK� XU]�G]H��ZV]F]HSLDQ\FK� GR� QDU]�GyZ� SDFMHQWD�� Z\NRU]\VW\ZDQLD� NRPSXWHUD

GR� SURZDG]HQLD� FRG]LHQQHM� SUDF\� OHNDUVNLHM� L� EDGD�� QDXNRZ\FK�� 1DMQRZV]\P� ]MDZLVNLHP� Z

G]LHG]LQLH�NRPSXWHU\]DFML�V��VLHFL�NRPSXWHURZH��]�NWyU\FK�,QWHUQHW�SR������URNX�³Z\JUDá�ZDON


R�SU\PDW´�]�SR]RVWDá\PL��UR]ZLMDM�F\PL�VL
�GR�WHJR�F]DVX�UyZQROHJOH�VLHFLDPL��:UD]�]�V]HURNLP

UR]SU]HVWU]HQLHQLHP� VL
� VLHFL� NRPSXWHURZ\FK� L� NRPSXWHUyZ� SRMDZLá\� VL
� WDNLH� SUREOHP\� MDN

ZLUXV\� NRPSXWHURZH�� ZáDP\ZDQLH� VL
� GR� V\VWHPyZ� NRPSXWHURZ\FK�� QLHOHJDOQH� NRSLRZDQLH

RSURJUDPRZDQLD�L�GDQ\FK��DZDULH�V\VWHPyZ�L�LFK�NRQVHNZHQFMH��QLH]JRGQR�ü�IRUPDWyZ�GDQ\FK�

Eá
G\� Z� RSURJUDPRZDQLX�� 3RMDZLDQLH� VL
� WDNLFK� ]DJUR*H�� PR*H� SRZRGRZDü� OLF]QH� S\WDQLD

X*\WNRZQLNyZ� VLHFL�� WDN*H� VHUZHUyZ� 3ROVNLHJR� 7RZDU]\VWZD� .DUGLRORJLF]QHJR� R

EH]SLHF]H�VWZR� ]QDMGXM�F\FK� VL
� WDP�GDQ\FK� D� WDN*H� R� DVSHNW\� SUDZQH�Z\NRU]\VW\ZDQLD� VLHFL

NRPSXWHURZ\FK� W\P� EDUG]LHM�� *H� FR� UD]� F]
�FLHM� ,QWHUQHW� � LQWHJUXMH� VL
� ]� VLHFLDPL

ZHZQ�WU]V]SLWDOQ\PL�]DZLHUDM�F\PL�ED]\�GDQ\FK�SDFMHQWyZ��X*\ZDQH�V��GR�REX�FHOyZ�WH�VDPH

NRPSXWHU\��WH�VDPH�VLHFL���&HOHP�WHJR�UHIHUDWX�MHVW�SU]\EOL*HQLH�]DVDG�EH]SLHF]H�VWZD�V\VWHPyZ

sieciowych stosowanych na serwerach Polskiego Towarzystwa Kardiologicznego  - serwerów
ORNDOL]RZDQ\FK�Z�7RUXQLX�L�àRG]L�

Organizacja i status prawny

$NWXDOQH�SUDZR�XZ]JO
GQLD�ZVSyáF]HVQH�SUREOHP\�]ZL�]DQH�]�X*\WNRZDQLHP�L�SU]HWZDU]DQLHP

GDQ\FK� HOHNWURQLF]Q\FK�� 'RW\F]\� WR� SU]HFLZG]LDáDQLD� WDNLP� ]MDZLVNRP� MDN� QLHOHJDOQHPX

kopiowaniu i wykorzystywaniu oprogramowania komputerowego,  naruszaniu praw autorskich
ZREHF� LQIRUPDFML� WZRU]RQHM� GURJ�� HOHNWURQLF]Q�� D� WDN*H� XV]NDG]DQLX� V\VWHPyZ� VLHFLRZ\FK

SRSU]H]� UR]SU]HVWU]HQLDQLH� ZLUXVyZ� OXE� SUyE� QLHXSUDZQLRQHJR� GRVW
SX� GR� GDQ\FK�� 2JyOQH

]DVDG\� SUDZQH� ]DZDUWH� V�� Z� XVWDZDFK�� MHGQDN� QD� SR]LRPLH� SRV]F]HJyOQ\FK� VLHFL� QDMOHSV]\P

UR]ZL�]DQLHP�� NWyUH� SR]ZDOD� QD� HJ]HNZRZDQLH� ]DVDG� EH]SLHF]H�VWZD� MHVW� XVWDQRZLHQLH

UHJXODPLQX�RNUH�ODM�FHJR�VSRVyE�NRU]\VWDQLD�]�VLHFL��:�UHJXODPLQLH�WDNLP�SRZLQQ\�E\ü�]DZDUWH

]DVDG\�NRU]\VWDQLD�]�NRPSXWHUyZ�L�LQQHJR�VSU]
WX�NRPSXWHURZHJR��GRVW
SX�GR�XVáXJ�VLHFLRZ\FK

L� VHUZHUyZ� Z� W\P� WDN*H� SURVWH� LQIRUPDFMH� MDN� SRV]F]HJyOQL� X*\WNRZQLF\� SRZLQQL� GEDü� R

EH]SLHF]H�VWZR��6]F]HJyOQLH��FLVáH�L�U\JRU\VW\F]QH�]DVDG\�SRZLQQ\�RERZL�]\ZDü�Z�VLHFLDFK��]

NWyU\FK� NRU]\VWDM�� VWXGHQFL�� 'RW\FKF]DVRZD� SUDNW\ND� SRND]XMH�� *H� QLHNWyU]\� VWXGHQFL

Z\NRU]\VWXM��VLHFL�L�NRPSXWHU\�Z�QLHGR]ZRORQ\�VSRVyE�]QDF]QLH�F]
�FLHM�QL*�LQQL�X*\WNRZQLF\�

1LH�FKRG]L�R� WR�DE\�VWXGHQWRP�F]\�XF]QLRP�]DP\NDü�GRVW
S�GR�,QWHUQHWX��SRQLHZD*�GRVW
S�GR

VLHFL� MHVW� ZVSyáF]HVQ\P� ZDUXQNLHP� VNXWHF]QHM� HGXNDFML� DOH� SUDZQH� ]DEH]SLHF]HQLH� VL
� SU]HG

EH]NDUQ\P� Z\NRU]\VW\ZDQLHP� NRPSXWHUyZ� Z� QLHGR]ZRORQ\� VSRVyE�� =QDQH� V�� SU]\SDGNL�� *H

ZáDG]H� XF]HOQL� QLH�PRJá\� RGHEUDü� GRVW
SX� GR� ,QWHUQHWX� OXE� QDZHW� XVXQ�ü� ]� XF]HOQL� VWXGHQWD�

SRQLHZD*�QLH�LVWQLDá�UHJXODPLQ�Z�NWyU\P�WDNLH�QLHGR]ZRORQH�G]LDáDQLD�E\á\E\�RG�VWURQ\�SUDZQHM

]DEURQLRQH� QDWRPLDVW� XVWDZ\� UHJXOXM�� WH� ]DJDGQLHQLD� EDUG]R� RJyOQLH� L� F]DVDPL� WUXGQR� Z

SU]\SDGNX� QDUXV]DQLD� ]DVDG� NRU]\VWDQLD� ]� VLHFL� MHVW� WDNLHM� RVRELH� SRVWDZLü� NRQNUHWQ\� ]DU]XW�

3RV]F]HJyOQH�� RGU
EQH� UHJXODPLQ\� SRVLDGDM�� ]Z\NOH� WDN*H� Uy*QHJR� URG]DMX� PHG\F]QH� OLVW\

T



G\VNXV\MQH��Z�NWyU\FK�]DZDUWH� WDN*H�SRZLQQ\�E\ü�XSUDZQLHQLD�DGPLQLVWUDWRUyZ�L�PRGHUDWRUyZ

ZREHF�XF]HVWQLNyZ�G\VNXVML�áDPL�F\FK�HW\NLHW
�

3RGVWDZ��]DEH]SLHF]HQLD�VLHFL�SU]HG�QLHSRZRáDQ\PL�G]LDáDQLDPL�]�]HZQ�WU]�L�X*\WNRZQLNyZ�RG

VWURQ\� ÄSUDNW\NL� SUDZD´� MHVW� ZL
F� GREU]H� ]DSURMHNWRZDQ\� UHJXODPLQ�� :� SURMHNFLH� WDNLHJR

UHJXODPLQX�QDOH*\�XZ]JO
GQLü�PL
G]\�LQQ\PL�

� =DVDG\�X*\WNRZDQLD�NRPSXWHUyZ�3&�SU]\á�F]RQ\FK�GR�VLHFL

� 6SRVRE\�QDGDZDQLD��SU]HFKRZ\ZDQLD�L�FKURQLHQLD�KDVHá�GRVW
SX�GR�GDQ\FK��VHUZHUyZ�L�MHJR

XVáXJ

� =DVDG\�]JáDV]DQLD�RUD]�XVXZDQLD�DZDULL�Z�W\P�URO
�DGPLQLVWUDWRUD�Z�LFK�UDSRUWRZDQLX

� 8SUDZQLHQLD� RVyE� IXQNF\MQ\FK� Z� W\P� DGPLQLVWUDWRUyZ� FDáHM� VLHFL�� Z\EUDQ\FK� VHUZHUyZ� L

XVáXJ� D� WDN*H�PRGHUDWRUyZ� L� RVyE� QDG]RUXM�F\FK� GDQH�PHG\F]QH� RG� VWURQ\�PHU\WRU\F]QHM

�NLHURZQLF\�NOLQLN��RUG\QDWRU]\��NLHURZQLF\�L�F]áRQNRZLH�]HVSRáyZ�EDGDZF]\FK�

� =DVDG\�]DEH]SLHF]H��VLHFL�L�SRVW
SRZDQLD�Z�SU]\SDGNX�SUyE�LFK�RPLMDQLD�OXE��áDPDQLD�Z�W\P

XVWDOHQLH�GHILQLFML�SUyE\�ZáDPDQLD�GR�VLHFL��QLHXSUDZQLRQHJR�GRVW
SX��XV]NDG]DQLD� VLHFL�Z

tym rozprzestrzeniania wirusów
� =DVDG\�GRVW
SX�GR�SRPLHV]F]H���Z�NWyU\FK�]QDMGXM��VL
�SRV]F]HJyOQH�XU]�G]HQLD�VLHFLRZH�

� 6FKHPDW�G]LDáD�� SRV]F]HJyOQ\FK�RVyE�Z�SU]\SDGNX� DZDULL� OXE� XV]NRG]HQLD� NRPSXWHUD� OXE

sieci.

5HJXODPLQ�SHáQL� IXQNFMH�ÄNRGHNVX�GURJRZHJR´�GOD�RVyE�SRUXV]DM�F\FK�VL
�Z�cyberprzestrzeni,
MHGQDN�QLH�SRZLQLHQ�VSUDZLDü�ZUD*HQLD�*H�JáyZQ\P�FHOHP�DGPLQLVWUDWRUD�VLHFL�MHVW�WR��DE\�QLNW�]

QLHM� QLH� NRU]\VWDá� �XQLNDQLH� ]E\W� ZLHOX� QLHSRWU]HEQ\FK� RJUDQLF]H�� ]ZáDV]F]D� QD� SR]LRPLH

XU]
GRZ\P�±�NRGHNV�GURJRZ\�QLH�PD�QD�FHOX�ZVWU]\PDQLD�UXFKX�QD�GURG]H�W\ONR�ZáD�FLZ�� MHM

RUJDQL]DFM
��� =E\W� UHVWU\NF\MQ\� UHJXODPLQ� SRZRGXMH� Z� VZRLFK� VNXWNDFK� QDMF]
�FLHM� WR�� *H� Z

RJyOH� SU]HVWDMH� VL
� JR� VWRVRZDü� L� WUDNWRZDü� MDNR� QLH*\FLRZ\� L� SDUDOL*XM�F\� PR*OLZR�ü

korzystania z Internetu i komputerów w ogóle.

+DVáD�GRVW
SX�L�UDG\�MDN�SU]HVWU]HF�VL
�SU]HG�ZáDPDQLHP�

3RGVWDZRZ\P�]DEH]SLHF]HQLHP� VWRVRZDQ\P�RF]\ZL�FLH� QD� VHUZHUDFK�3ROVNLHJR�7RZDU]\VWZD

.DUGLRORJLF]QHJR�V��KDVáD�GRVW
SX��.D*G\�X*\WNRZQLN�VHUZHUD�±�F]\�WR�VNU]\QNL�SRF]WRZHM�OXE

SU]HVWU]HQL�G\VNRZHM�VáX*�FHM�GR�WZRU]HQLD�VWURQ�LQWHUQHWRZ\FK�RWU]\PXMH�KDVáR�GRVW
SX��:D*Q�

U]HF]�� MHVW� WR�� � *H� Z� SU]\SDGNX� VNU]\QHN� SRF]WRZ\FK�� GR� NWyU\FK� XPR*OLZLDP\� GRVW
S� ]

GRZROQHJR�PLHMVFD�Z�VLHFL��KDVáR�GRVW
SX�MHVW�MHG\Q\P�]DEH]SLHF]HQLHP��'ODWHJR�KDVáR�SRZLQQR

E\ü� V]F]HJyOQLH� FKURQLRQH� L� QD� W\OH� VNRPSOLNRZDQH� DE\� QLH�PR*QD� E\áR� JR� áDWZR� ]áDPDü��1D

QDV]\FK� VHUZHUDFK� QLH� VWRVXMHP\� VSHFMDOQ\FK� JHQHUDWRUyZ� KDVHá� XPR*OLZLDM�F� ND*GHPX

X*\WNRZQLNRZL� Z\EyU� GRJRGQHJR� KDVáD� W\P� EDUG]LHM� ND*GRUD]RZR� ]ZUDFDP\� VL
� ]� SUR�E�� R

Z\P\�OHQLH�VRELH�GRVWDWHF]QLH�WUXGQHJR�KDVáD��1D�MHGQ\P�]�VHUZHUyZ�XF]HOQLDQ\FK�Z�7RUXQLX

DGPLQLVWUDWRU]\�XG]LHODM��QRZ\P�X*\WNRZQLNRP�QDVW
SXM�FHM�ZVND]yZNL�

"prosze wszystkich o ustawianie trudniejszych hasel, nie
zwiazanych z imieniem, nazwiskiem, identyfikatorem, skladajace
sie z duzych i malych liter, cyfr i roznego rodzaju znakow, np.
aZ2Mi210 lub #$%&-(( To sa przykladowe hasla i prosze ich nie
uzywac "



.D*G\� X*\WNRZQLN� F]\� VNU]\QNL� SRF]WRZHM� F]\� SU]HVWU]HQL� G\VNRZHM� SRZLQLHQ� Z\ND]\ZDü

GRVWDWHF]Q��F]XMQR�ü�

-H�OL� G\VSRQXMHP\� NRQWHP� SRF]WRZ\P� ±� VWDUDMP\� ]ZUDFDü� XZDJ
�� F]\� Z� QDV]HM� VNU]\QFH� QLH

]QDMGXM�� VL
� G]LZQH� L� SRGHMU]DQH� OLVW\�� MH�OL� G\VSRQXMHP\� WDN*H� GRVW
SHP� GR� SU]HVWU]HQL

G\VNRZHM�� JG]LH� XPLHV]F]DP\� SOLNL� ±� QS�� SOLNL� VWURQ� :::� ZDUWR� SDPL
WDü� WDN*H� NROHMQH

zasady:

� VWDUDMP\� ORJRZDü� VL
� GR� ,QWHUQHWX� ]DZV]H� ]� W\FK� VDP\FK� NRPSXWHUyZ� ��PLHMVF�Z� V]SLWDOX�

Administratorzy REVHZXM��VLHü�L�Z�SU]\SDGNX�ORJRZDQLD�VL
�NRJRNROZLHN�]��SRGHMU]DQHJR�
KRVWD�SUyEXMH� WR�Z\MD�QLDü��3R]ZDOD� WR�VNXWHF]QLH�Z\NU\ü�ZáDPDQLD��:�WDNL�SURVW\�VSRVyE

XGDáR� VL
�Z\NU\ü�ZáDPDQLH� GR� VNU]\QNL� MHGQHJR� ]� SUDFRZQLNyZ� FHQWUXP� NRPSXWHURZHJR�

SRQLHZD*�E\á�]DORJRZDQ\�]�WHUPLQDOD�]QDMGXM�FHJR�VL
�Z�LQQ\P�EXG\QNX��:\VWDUF]\á�MHGHQ

NRQWUROQ\�WHOHIRQ�DE\�]ZHU\ILNRZDü��*H�Z�PLHMVFX�GRPQLHPDQHJR�ORJRZDQLD�VL
�SUDZRZLW\

ZáD�FLFLHO�NRQWD�QLH�SU]HE\ZDá�

� :D*Q�� SURSRQRZDQ�� SU]H]� ZV]\VWNLFK� DGPLQLVWUDWRUyZ� VLHFLRZ\FK� UDG�� MHVW� FRG]LHQQH

VSUDZG]DQLH� VNU]\QNL��'DMH� WR� X*\WNRZQLNRZL�ZJO�G� GR� WHJR�� FR� ]DZLHUD� SU]H]� FR�Z� SRU


PR*QD�Z\NU\ü��ODG\�OXE�SUyE\�ZáDPD��

']LDáDQLD�QD�SR]LRPLH�VHUZHUD

.RQWUROD�GRVW
SX�GR�VHUZHUD�MHVW�Z�FKZLOL�REHFQHM�SRGVWDZRZ\P�L� W\SRZ\P�]DEH]SLHF]HQLHP�

=DVDGD� WHJR� ]DEH]SLHF]HQLD� SROHJD� QD� W\P�� *H� GRVW
S� GR� SRV]F]HJyOQ\FK� XVáXJ� QD� VHUZHU]H

XG]LHODQ\� MHVW� W\ONR� RNUH�ORQ\P� X*\WNRZQLNRP� LGHQW\ILNRZDQ\P� MDNR� DGUHV\� VLHFLRZH�

2SURJUDPRZDQLH�VáX*�FH�GR�NRQWUROL�GRVW
SX�ND*GRUD]RZR�VSUDZG]D��F]\�GDQ\�X*\WNRZQLN�VLHFL

XSUDZQLRQ\�MHVW�GR�SRá�F]HQLD�VL
�]�RNUH�ORQ��XVáXJ���QS��ftp) z oddalonego miejsca. Zarówno w
SU]\SDGNX�SRP\�OQ\P�±�XG]LHOHQLD�GRVW
SX� MDN� L�Z�SU]\SDGNX��NLHG\� VHUZHU�QLH�XG]LHOL� WDNLHM

]JRG\� LQIRUPDFMH� ]DSLV\ZDQH� V�� Z� G]LHQQLNX� VHUZHUD� �W]Z�� ORJDFK��� 'DMH� WR� PR*OLZR�FL

Z\FKZ\FHQLD�SUyE�ZáDPDQLD�GR�VHUZHUD�]DQLP�RVRED�QLHSRZRáDQD�VIRUVXMH�WH�]DEH]SLHF]HQLD�

3U]\NáDG\�

��3U]\NáDG�SUyE\�QLHSRZRáDQHJR�GRVW
SX�GR�VHUZHUD�'RURWD�Z��GQLDFK�RG�����ZU]H�QLD

Sep  3 00:30:38 dorota ftpd[15251]: refused connect from
alfa.robot.plikoskop.pl
Sep  5 15:09:06 dorota ftpd[1160]: refused connect from a234190.upc-
a.chello.nl
Sep  6 00:29:47 dorota ftpd[3177]: refused connect from ip-160-101.evhr.net
Sep  8 05:17:02 dorota ftpd[14710]: refused connect from salesjobs.com
Sep  8 21:17:33 dorota ftpd[18394]: refused connect from rsh.man.poznan.pl

,QIRUPDFMH�]�G]LHQQLND�VHUZHUD�LQIRUPXM���*H�X*\WNRZQLF\�ZZ��hostów w sposób nieuprawniony
Z\ZRá\ZDOL�XVáXJ
�IWS�±�F]\OL�SUyERZDOL�NRSLRZDü�SOLNL

���3U]\NáDG�SUyE\�QLHSRZRáDQHJR�GRVW
SX�GR�VHUZHUD�1LNH�Z�GQLDFK�RG�����ZU]H�QLD

Sep  4 22:46:57 nike ftpd[20570]: refused connect from 202.150.2.34
Sep  5 15:02:47 nike ftpd[24384]: refused connect from a234190.upc-a.chello.nl
Sep  6 00:16:11 nike ftpd[26663]: refused connect from ip-160-101.evhr.net
Sep  7 21:05:14 nike ftpd[6811]: refused connect from 217.57.19.30
Sep  8 04:47:45 nike ftpd[8817]: refused connect from root@salesjobs.com



Sep  8 19:57:41 nike ftpd[12701]: refused connect from rsh.man.poznan.pl

���3UyED�QLHXSUDZQLRQHJR�SRá�F]HQLD�VL
�]�VHUZHUHP�Sun poprzez telnet

Aug 29 03:08:57 sun telnet: tcpserver: deny 23659 :212.51.193.152:23 201-mia-
7.acn.waw.pl:212.76.62.201:root:2053

:DUWR�]ZUyFLü�XZDJ
��*H�QLHNWyUH�]�SUyE�SRZWDU]DM��VL
��FR�ZVND]XMH��*H�E\á\�WR�HZLGHQWQH

próby skanowania (sprawdzania czy serwer posiada luki w zabezpieczeniach) a nie przypadkowe
próby logowania z nieuprawnionych komputerów.

&]DVDPL�VSRW\NDQH�V��SUyE\�á�F]HQLD�VL
�]�EDUG]R�Z\VSHFMDOL]RZDQ\PL�XVáXJDPL��NWyUH�Z�RJyOH

QLH� V�� XGRVW
SQLDQH� ]Z\F]DMQ\P� X*\WNRZQLNRP� VLHFL� D� VáX*�� MHG\QLH� SRUR]XPLHZDQLX� VL


NRPSXWHUyZ�ZH�ZáDVQ\FK�VLHFLDFK��']LDáDQLD�WDNLH��QS��SUyED�SR]\VNLZDQLD�W]Z��UHNRUGyZ�axfr z
serwerów nazw (dns-ów�� PR*QD� MX*� ]DOLF]\ü� GR� F]\QQHJR� sniffingu� � �QDVáXFKLZDQLD��� G]LDáD�
PDM�F\FK�QD�FHOX�VSUDZG]DQLH�OXN�Z�V\VWHPDFK�SU]H]�RVRE\�SODQXM�FH�ZáDPDQLH�

3RQL*HM� SU]HGVWDZLRQH� V�� SUyE\� QLHXSUDZQLRQHJR� VFL�JQL
FLD� GDQ\FK� �XSUDZQLRQ\� GR� WDNLFK

G]LDáD��MHVW�W\ONR�dns�QDGU]
GQ\��]�VHUZHUD�dns zarejestrowane w jego dzienniku:

2001-09-14 14:55:35.998035500 tcpserver: deny 8034 0:212.51.193.152:53
:216.38.193.68::4517

'OD� ]Z\NáHJR� X*\WNRZQLND� ,QWHUQHWX� V\VWHP� NRQWUROL� GRVW
SX� WDN*H� SRZRGXMH� SHZQH

NRQVHNZHQFMH�� 2Wy*� MH�OL� X*\WNRZQLN� SUDJQLH� GRVWDü� VL
� GR� VHUZHUD� ]� QLHW\SRZHJR�� QLH

]JáRV]RQHJR� MDNR� ZáDVQ\� NRPSXWHUD� VHUZHU� PR*H� RGPyZLü� GRVW
SX�� 7DNLH� UHVWU\NFMH� Z

SU]\SDGNX� VHUZHUyZ� 3ROVNLHJR� 7RZDU]\VWZD� .DUGLRORJLF]QHJR� GRW\F]�� XVáXJ� Z\PDJDM�F\FK

GRVW
SX�GR�G\VNyZ��'RVW
S�GR�VNU]\QHN�SRF]WRZ\FK�PR*OLZ\�MHVW�]�GRZROQHJR�PLHMVFD�Z�VLHFL�D

WDN*H� ]D� SR�UHGQLFWZHP� VWURQ\� http://mail.ptkardio.pl� L� ]DEH]SLHF]RQ\� MHG\QLH� KDVáHP� DE\

XPR*OLZLü� F]\WDQLH� L� SU]HV\áDQLH� SRF]W\� HOHNWURQLF]QHM� WDN*H� Z� SU]\SDGNX�� JG\� ZáD�FLFLHO

VNU]\QNL�]QDMGXMH�VL
�SR]D�PLHMVFHP�]DPLHV]NDQLD�

Podpis elektroniczny i szyfrowanie

.ROHMQ\P� ]DEH]SLHF]HQLHP� MHVW� XUXFKDPLDQLH� SRá�F]H�� V]\IURZDQ\FK�� 2]QDF]D� WR�� *H� GDQH

]DQLP�]RVWDQ��SU]HVáDQH�GR�RGGDORQHJR�NRPSXWHUD�]RVWDM��]DV]\IURZDQH�L�Z�WDNLHM�WDN*H�SRVWDFL

SRZUDFDM��QD�VHUZHU��6]\IURZDQLH�GDQ\FK�PD�V]F]HJyOQH�]QDF]HQLH�ZyZF]DV��NLHG\�SU]HV\áDP\

LQIRUPDFMH� SRXIQH� ±� QS�� R� NRQNUHWQ\P� SDFMHQFLH�� 1DMSURVWV]�� PHWRG�� PR*H� E\ü� SU]HV\áDQLH

LQIRUPDFML� Z� VSDNRZDQ\P� L� ]DEH]SLHF]RQ\P� KDVáHP� SOLNX�� MHGQDN� WDNL� VSRVyE� V]\IURZDQLD� L

SU]HV\áDQLD� Z\PDJD� SU]HND]DQLD� GUXJLHM� RVRELH� ]QDMGXM�FHM� VL
� Z� PLHMVFX� RGOHJá\P� KDVáD�

3U]HVáDQLH� JR� ÄRWZDUW�� SRF]W�´� ±� e-mailem czy telefonicznie nie chroni przed jego
SRGVáXFKDQLHP�� SU]H]� FR� WDNL� VSRVyE� QLH� MHVW� GR� NR�FD� EH]SLHF]Q\�� :VSyáF]HVQ\� VSRVyE

NU\WSWRJUDILL�Z�,QWHUQHFLH�XPR*OLZLD�V]\IURZDQLH�D�WDN*H�SUHF\]\MQH�Z�WHQ�VSRVyE�DGUHVRZDQLH

LQIRUPDFML�EH]�NRQLHF]QR�FL�SU]HND]\ZDQLD�KDVHá�F]\�NOXF]\�GHV]\IUXM�F\FK��.RQFHSFMD�WD�RSDUWD

QD� SRP\�OH� Ph. =LPHUPDQQD� Z\NRU]\VWXM�F� GZD� NOXF]H�� .OXF]� SXEOLF]Q\� XGRVW
SQLDQ\� MHVW

ZV]\VWNLP� RVRERP�� ]� NWyU\PL� PDP\� ]DPLDU� Z\PLHQLDü� GDQH� L� VáX*\� GR� LGHQW\ILNDFML� MHJR

ZáD�FLFLHOD��MHVW�MDZQ\��.OXF]�VHNUHWQ\�]QDMGXMH�VL
�W\ONR�QD�NRPSXWHU]H�MHJR�ZáD�FLFLHOD�L�QLJG\

QLH�SRZLQLHQ�E\ü�Z\V\áDQ\�F]\�GRVW
SQ\�GOD�RVyE�]HZQ�WU]��,GHD�WHM�]DVDG\�NU\SWRJUDILL�RSDUWHM

ZáD�QLH�R�3*3��Pretty Good Privacy)�SROHJD�QD�W\P��*H�LQIRUPDFMD�V]\IURZDQD�MHVW�]D�SRPRF�

NOXF]D�SXEOLF]QHJR�D�GHV]\IURZDQLD�]D�SRPRF��NOXF]D� VHNUHWQHJR�RGELRUF\��0HWRGD� WDND�ZL
F



QLH� Z\PDJD� Z\PLDQ\� SRXIQ\FK� NOXF]\� VHNUHWQ\FK� GURJ�� VLHFL� � DQL� *DGQ�� LQQ�� SU]H]� FR� MHVW

bardziej bezpieczna.

1D�SRGREQHM� ]DVDG]LH� LVWQLHQLD� NOXF]\� LFK�ZHU\ILNDFML� RSLHUD� VL
� LGHD� SRGSLVX� HOHNWURQLF]QHJR

F]\OL�V\JQDWXU\��'R�WZRU]HQLD�V\JQDWXU\�X*\ZDQ\�MHVW�NOXF]�VHNUHWQ\�D�GR�MHM�ZHU\ILNDFML�X*\ZD

VL
� NOXF]D� SXEOLF]QHJR� QDGDZF\�� 6\JQDWXUD�� NWyUD� MHVW� Z� LVWRFLH� HOHNWURQLF]Q\P� SRGSLVHP

GRá�F]DQD�MHVW�GR�HOHNWURQLF]QHJR�OLVWX�D�WUH�ü�OLVWX�ZHU\ILNRZDQD�ZUD]�]�V\JQDWXU��

3U]\NáDG�WDN�SRGSLVDQHM�HOHNWURQLF]QLH�SU]HV\áNL�

RGF]\W\ZDQD�SU]H]�VWDQGDUGRZ\�SURJUDP�SRF]WRZ\�Z\JO�GD�WDN�

Message 1/1  To Piotr.Kasztelowicz@ptkardio.pl   Sep 08, 01 11:36:25 PM +0200

Date: Sat, 8 Sep 2001 23:36:25 +0200 (MET DST)
To: <Piotr.Kasztelowicz@ptkardio.pl>
Subject: test podpisanej przesylki

-----BEGIN PGP SIGNED MESSAGE-----
Hash: SHA1

ta przesylka jest zaopatrzona w elektroniczny podpis

-----BEGIN PGP SIGNATURE-----
Version: GnuPG v1.0.4 (SunOS)
Comment: For info see http://www.gnupg.org

iD8DBQE7mo9lXThz8vPu2K8RAoBtAJ0QZAbLdVrzlUN7hcwRFbDg4OlTGwCfcwzk
Olrv7EshRYaR4Hr2p0/KfN8=
=rJK5
-----END PGP SIGNATURE-----

0LHMVFH��JG]LH�]QDMGXMH�VL
�V\JQDWXUD�±�F]\OL�SRGSLV�±�RNUH�ORQH�PLHMVFD�SRGSLVDQHM�SU]HV\áNL

=RVWDM��R]QDF]RQH�LQIRUPDFMDPL�Ä%(*,1´�L�Ä(1'´��=PLDQD�WHNVWX�SR�SRGSLVDQLX�SRZRGXMH��*


SU]\�ZHU\ILNRZDQLX�V\JQDWXU\�RWU]\PXMHP\�LQIRUPDFM
��*H�V\JQDWXUD�MHVW�]áD�„bad signature”

7D� VDPD� SU]HV\áND� RGF]\W\ZDQD� SU]\� SRPRF\� SURJUDPX� SRF]WRZHJR� XPR*OLZLDM�FHJR

ZHU\ILNDFMH�Z\JO�GD�Z�VSRVyE�QDVW
SXM�F\�

Date: Sat, 8 Sep 2001 23:36:25 +0200 (MET DST)
From: Piotr Kasztelowicz <pekasz@am.torun.pl>
To: Piotr.Kasztelowicz@ptkardio.pl
Subject: test podpisanej przesylki

ta przesylka jest zaopatrzona w elektroniczny podpis

------------ Output from gpg ------------
gpg: Signature made Sat Sep 08 23:36:37 2001 MET DST using DSA key ID F3EED8AF
gpg: Good signature from "Piotr Kasztelowicz (pekasz) <pekasz@am.torun.pl>"
gpg:                 aka "Piotr Kasztelowicz (pekasz)
<Piotr.Kasztelowicz@am.torun.pl>"

2GELRUFD� ZHU\ILNXMH� SRGSLV� RWU]\PXM�F� LQIRUPDFMH�� *H� SU]HV\áND� MHVW� SUDZLGáRZR� SRGSLVDQD�

3RGDQD� MHVW� WDN*H� LQIRUPDFMD�NWR� MHVW� DXWRUHP�SRGSLVX� RUD]� QXPHU� LGHQW\ILNDF\MQ\�klucza (key
id), który jest unikalnym numerem identyfikacyjnym  wzoru podpisu elektronicznego danej
osoby.



:]RU]HF�PRMHJR�HOHNWURQLF]QHJR�SRGSLVX��NWyU\P�MHVW�SXEOLF]Q\�NOXF]�3*3�Z\JO�GD�Z�VSRVyE

QDVW
SXM�F\�

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1.0.4 (SunOS)
Comment: For info see http://www.gnupg.org

 mQGiBDpU6zYRBADG3EmYOWIfZQeg8pcsJjDkvRK5RFDIEK3wGOMPGidIJ318n4ee= =gvP/
 -----END PGP PUBLIC KEY BLOCK-----

.OXF]H� SXEOLF]QH� ±� F]\OL� Z]RU\� SRGSLVX� �� QLH]E
GQH� GR� ZHU\ILNDFML� SRGSLVX� HOHNWURQLF]QHJR

GDQHM�RVRE\���SU]HFKRZ\ZDQH�PRJ��E\ü�QD��VWURQDFK�:::�RNUH�ORQ\FK�RVyE�L�LQVW\WXFML�OXE�QD

wiarygodnych serwerach kluczy (PGP keyservers��� 'R�ZLDGF]DOQH� RSURJUDPRZDQLH� VHUZHUD

NOXF]\� PRJ�FH� Z� SU]\V]áR�FL� VáX*\ü� NDUGLRORJRP� ]RVWDáR� ]ORNDOL]RZDQH� QD� VHUZHU]H

sun.lodz.ptkardio.pl.

$NWXDOQLH� QD� �ZLHFLH� Z\NRU]\VWXMH� VL
� NLOND� V\VWHPyZ� SR]ZDODM�F\FK� QD� REVáXJ
� NOXF]\� L

SRGSLVyZ�HOHNWURQLF]Q\FK��:�3ROVFH�VWRVRZDQH�V��GZD�±�PGP�Z\NRU]\VW\ZDQH�JáyZQLH�SU]H]
X*\WNRZQLNyZ� V\VWHPX� Windows i GnuPG Z\NRU]\VW\ZDQH� SU]H]� X*\WNRZQLNyZ� V\VWHPX

81,;��1D�REHFQ\P�HWDSLH��QDMQRZV]\FK�ZHUVML�REX�SURJUDPyZ��RED�V��NRPSDW\ELOQH�]H�VRE��L

MHVW�PR*OLZD�Z\PLDQD�SRGSLVDQ\FK�SU]HV\áHN�SRPL
G]\�X*\WNRZQLNDPL�REX�V\VWHPyZ��3UDZQLH

PR*OLZR�ü� Z\NRU]\VW\ZDQLD� HOHNWURQLF]QHJR� SRGSLVX� E
G]LH� PR*OLZD� SR� SHáQHM� SURFHGXU]H

OHJLVODF\MQHM� XVWDZ\�� NWyUD� SU]HZLGXMH� VWZRU]HQLH� SD�VWZRZHJR� V\VWHPX� WZRU]HQLD�

nadzorowania i przechowywania wzorów elektronicznych podpisów.

Keyserwer na serwerze Polskiego Towarzystwa Kardiologicznego

W maju EU� QD� VHUZHU]H� 2GG]LDáX� àyG]NLHJR� ZUD]� ]� SDNLHWDPL� ]DEH]SLHF]DM�F\PL� WHQ� VHUZHU

SU]HG� ZáDPDQLDPL� GR�ZLDGF]DOQLH� ]RVWDáR� SRVDGRZLRQH� RSURJUDPRZDQLH� VHUZHUD� NOXF]\

publicznych dla lekarzy kardiologów. Wykorzystano tutaj oprogramowanie pksd-0.9.4 M.
+RURZLW]D��6HUZHU�SR]ZDOD�QD�XGRVW
SQLDQLH� L�QLHVWHW\�±�FR� MHVW�ZDG�� WHJR�RSURJUDPRZDQLD�±

Z\V\áDQLH� NOXF]\� SXEOLF]Q\FK� E
G�F\FK� MHGQRF]H�QLH� Z]RUDPL� HOHNWURQLF]Q\FK� SRGSLVyZ

poprzez oprogramowanie PGP (aktualna wersja PGPFreeware 7.0.3 GRVW
SQH� QD

http://www.pgpi.com) GOD� LQG\ZLGXDOQ\FK� X*\WNRZQLNyZ� V\VWHPX� Windows. W czasie pracy
VHUZHUD� �RSURJUDPRZDQLH�VHUZHUD�QLH� MHVW�XUXFKRPLRQH�QD� VWDáH��PR*QD� WHVWRZDü� MHJR� IXQNFMH

ZSLVXM�F� QDVW
SXM�FH� GDQH� DGUHVRZH� VHUZHUD� GR� ED]\� PGP keyserwerów w oprogramowaniu



PGP – SURWRNyá� ±� http, Server Name – sun.lodz.ptkardio.pl, port – 11371 (czyli
http://sun.lodz.ptkardio.pl:11371� ±� SRUW� ������ MHVW� GRP\�OQ\P� SRUWHP� WDNLFK� VHUZHUyZ

SUDFXM�F\FK� Z� SURWRNROH� KWWS��� .RU]\VWDM�F� ]� IXQNFML� SURJUDPX� PGP� PR*QD� Z\V]XNLZDü� L

SRELHUDü� NOXF]H� RUD]� Z\V\áDü� GR� VHUZHUD� ZáDVQH� NOXF]H�� Keyserwer� ZVSyáSUDFXMH� W\ONR
programem PGP��QLH�PR*QD�SR]\VNLZDü�L�Z\V\áDü�NOXF]\�]D�SRPRF��SRF]W\�HOHNWURQLF]QHM�RUD]

VWDQGDUGRZHM� SU]HJO�GDUNL� LQWHUQHWRZHM�� :DUWR� GRGDü�� *H� RSURJUDPRZDQLH� 3*3� MHVW

przystosowane do pracy z programem pocztowym Eudora � RUD]� ]D� SR�UHGQLFWZHP� PRGXáX

QDPGP G. Thomasa z  Pegasus-Mail. W przypadku innych programów pocztowych funkcje
V]\IRUZDQLD� L� GHV]\IURZDQLD� WU]HED� GRNRQ\ZDü� U
F]QLH� �NRSLXM�F� ÄSRGSLVDQ\� HOHNWURQLF]QLH´

WHNVW�GR�VFKRZND�GRá�F]RQHJR�GR�SURJUDPX�PGP).

Zabezpieczenia przeciwirusowe

:LUXV\� NRPSXWHURZH� Z� RVWDWQLFK� ODWDFK� IDODPL� DWDNXM�� V\VWHP\� NRPSXWHURZH� QLV]F]�F� GDQH�

Z\á�F]DM�F�NRPSXWHU\�]�VLHFL�L�XV]NDG]DM�F�MH��=ZUyFLü�QDOH*\�XZDJ
��*H�ZLUXV\�GRW\NDM��UDF]HM

X*\WNRZQLNyZ� NRPSXWHUyZ� ÄGRPRZ\FK´� EDUG]LHM� QL*� VHUZHUyZ� VLHFLRZ\FK�� SRQLHZD*� V\VWHP

:LGRZV� ����������� MHVW� V]F]HJyOQLH� ZUD*OLZ\� QD� QLH� QDWRPLDVW� V\VWHP\� 81,;� QD� NWyU\FK

SUDFXM��]�UHJXá\�VHUZHU\�V��EDUG]LHM�QD�QLH�RGSRUQH��-HGQDN�VHUZHU\�VLHFLRZH�]Z\NOH�SU]HQRV]�

ZLUXV\�SU]HGH�ZV]\VWNLP�ZUD]�]�SOLNDPL�Z\NRQ\ZDOQ\PL�GRá�F]DQ\PL�GR�SRF]W\�HOHNWURQLF]QHM

(czyli Attachmentami)�� 7DN� ZL
F� QDMF]
VWV]\P� Ä*\ZLFLHOHP� RVWDWHF]Q\P´� MHVW� NRPSXWHU� 3&�

NWyU\�GRá�F]RQ\�MHVW�GR�VLHFL�L�Z\NRU]\VW\ZDQ\�SU]H]�ZLHOX�X*\WNRZQLNyZ��E�G(�VáDER�VWU]H*RQD

PDáD� VLHü� ORNDOQD�RSDUWD�R� VHUZHU�17� OXE�1RYHOORZ\� OXE� WH*�NRPSXWHU�QD�NWyU\P� LQVWDORZDQH

MHVW� RSURJUDPRZDQLH� ]� QLHOHJDOQ\FK� (UyGHá� ±� JáyZQLH� JU\�� -H�OL� FKRG]L� R� ZLUXV\� SU]HQRV]RQH

GURJ�� LQWHUQHWRZ�� Ä*\ZLFLHOHP� SR�UHGQLP´� PR*H� E\ü� GRZROQ\� VHUZHU�� QD� NWyU\� WUDIL

]DZLUXVRZDQD� SU]HV\áND�� � 6HUZHU\� XGRVW
SQLDM�FH� SXEOLF]QLH� L� EH]� NRQWUROL� GDUPRZH� VNU]\QNL

SRF]WRZH� V�� WXWDM� V]F]HJyOQLH� QLHEH]SLHF]QH� ]� WHJR� Z]JO
GX�� *H� WUDQVSRUW� SRF]W\� SU]H]� QLH

SUDNW\F]QLH�QLH�SRGOHJD�NRQWUROL��:DUWR�GRGDü��*H�ZLUXV\� DWDNXM�� NRPSXWHU\� ]D]Z\F]DM� IDODPL

SRZRGXM�F� ÄHSLGHPLH´�� NWyUH� XOHJDM�� Z\JDV]DQLX� Z� SU]\SDGNX�� JG\� F]
�ü� ]DZLUXVRZDQ\FK

NRPSXWHUyZ� XOHJQLH� ]QLV]F]HQLX� D� LQQH� ]RVWDQ�� Z� SRU
� ÄZ\OHF]RQH´� SURJUDPDPL

DQW\ZLUXVRZ\PL�� NWyU\FK� WZyUF\�Z�RNUH�ORQ\P�F]DVLH� SR� SRMDZLHQLX� VL
� QRZHJR�ZLUXVD� V��Z

VWDQLH�VWZRU]\ü�DQWLGRWXP��7DNL�MHVW�F\NO�]GDU]H���MDNL�SRMDZLD�VL
�]Z\NOH��JG\�GR�VLHFL�GRVWDQLH

VL
� QRZ\�� QLH]QDQ\� GRW�G�ZLUXV��:� WDNLP� SU]\SDGNX��Z� SRF]�WNRZHM� ID]LH� ]DQLP� ]D�ZLUXVHP

QDG�*�� SURJUDP\� DQW\ZLUXVRZH� SU]HG� NRQVHNZHQFMDPL� ]QLV]F]H�� XFKURQLü� PR*H� W\ONR

RVWUR*QR�ü��3RGVWDZRZ\PL�MHM�HOHPHQWDPL�V��QDVW
SXM�FH�G]LDáDQLD

� unikanie otwierania $WWDFKPHQWyZ�� LQVWDORZDQLD� LFK� QD� G\VNX� MH�OL� ]RVWDM�� RWU]\PDQH� RG

QLH]QDQHM�RVRE\�OXE�SRGSL
WH�GR�OLVWX��]�NWyUHJR�QLH�Z\QLND��*H�GDQD�RVRED�]DPLHU]DáD�QDP

WDN��SU]HV\áN
�SU]HVáDü��ZLUXV\�SRWUDIL��SRGSLQDü�VL
�GR�OLVWyZ�QLH�ZLDGRPLH�

� X*\ZDQLH� Z� SRF]FLH� HOHNWURQLF]QHM� GR� SU]HV\áDQLD� WHNVWX� OLVWX� HOHNWURQLF]QHJR� ]Z\NáHJR

WU\EX�WHNVWRZHJR�$6&,,�XQLNDM�F�SU]HV\áDQLD�OLVWyZ�Z�IRUPDFLH�SOLNyZ�HG\WRUyZ�WHNVWX��QS�

Word , RTF) czy nawet w postaci HTML
� XQLNDQLH�X*\ZDQLD�SURJUDPyZ�SRF]WRZ\FK��NWyUH�VDPH�Z�VRELH�X]QDZDQH�V��]D�VSU]\MDM�FH

Z�LQIHNRZDQLX�ZLUXVDPL��EH]SLHF]Q\PL�SURJUDPDPL�V��GDUPRZH�]QDQH�L�FHQLRQH�MDN�Eudora
i Eudora-Light oraz Pegasus Mail)

:D*Q\P� HOHPHQWHP� MHVW� VWRVRZDQLH� QD� ELH*�FR� SURJUDPyZ� DQW\ZLUXVRZ\FK�� QDMOHSLHM

G]LDáDM�F\FK�Z�WU\ELH�VWDáHJR��OHG]HQLD��3URJUDP\�WH�]DEH]SLHF]��SU]HG�UR]SU]HVWU]HQLHQLHP�VL


ZLUXVyZ�� NWyUH� V�� MX*� Ä]QDQH�� D� NWyUH� ZFL�*� NU�*�� SR� VLHFL�� :� UD]LH� ÄHSLGHPLL´� QLH]QDQHJR

ZLUXVD� WZyUF\� SURJUDPyZ� DQW\ZLUXVRZ\FK� VWDUDM�� VL
� QD� W\OH� V]\ENR�� MDN� MHVW� WR� PR*OLZH



VWZRU]\ü�DQWLGRWXP��NWyUH�XGRVW
SQLDM��X*\WNRZQLNRP�VZRMHJR�RSURJUDPRZDQLD��FR�F]
VWR�MHVW

MHG\Q��QDG]LHM��QD�XFKURQLHQLH�GDQ\FK�SU]HG�FDáNRZLW\P�]QLV]F]HQLHP�

Skanery przeciwwirusowe umiejscawiane na serwerach

2VWDWQLR� WDN*H� �]ZáDV]F]D� SR� ÄHSLGHPLL´� ZLUXVD� Romeo i Julia�� ]DF]
WR� UR]ZD*Dü� ÄWHUDSL

DQW\ZLUXVRZ�´� QD� HWDSLH� Ä*\ZLFLHOL� SR�UHGQLFK´� F]\OL� VHUZHUyZ�� &R� SUDZGD�� MDN� MX*

SRZLHG]LDQR��ZLUXV\�UDF]HM�QLH�Z\ZRáXM��]QLV]F]H��QD�VHUZHUDFK��DOH�SRSU]H]�RSURJUDPRZDQLH

SRF]WRZH�PRJ�� VSU]\MDü� UR]SU]HVWU]HQLDQLX�VL
�ZLUXVyZ��1RZ\P�HOHPHQWHP�ZDONL�]�ZLUXVDPL

MHV]F]H� SU]HG� HWDSHP� GRVWDQLD� VL
� ZLUXVD� GR� VNU]\QNL� SRV]F]HJyOQHJR� X*\WNRZQLND� MHVW

]DVWRVRZDQLH�VNDQHUyZ�DQW\ZLUXVRZ\FK�QD�VHUZHUDFK�SRF]WRZ\FK��:�PDMX�ELH*�FHJR�URNX�MDNR

SLHUZV]\�Z�VLHFL�VHUZHUyZ�NDUGLRORJLF]Q\FK�Z�WDNL�VNDQHU�]RVWDá�Z\SRVD*RQ\�VHUZHU�2GG]LDáX

àyG]NLHJR�37.��sun.lodz.ptkardio.pl���FR�E\áR�WDN*H�]ZL�]DQH�]�FDáNRZLW��MHJR�PRGHUQL]DFM��Z

]DNUHVLH� RSURJUDPRZDQLD� SRF]WRZHJR� L� ]DEH]SLHF]H��� =DGDQLHP� VNDQHUD� MHVW� SU]HJO�GQL
FLH� L

XQLFHVWZLHQLH�Z�SU]\SDGNX�]QDOH]LHQLD�ZLUXVD�Z�ND*GHM�Z\V\áDQHM�L�RWU]\P\ZDQHM�SU]HV\áFH��2G

PDMD�GR�FKZLOL�REHFQHM�G]L
NL�LVWQLHQLX�VNDQHUD�]RVWDáR�XQLFHVWZLRQH�RNRáR����]DZLUXVRZDQ\FK

SU]HV\áHN�GRFLHUDM�F\FK�GR�WHJR�VHUZHUD�Z�W\P�WDN*H�SRFKRG]�F\FK�]�Uy*Q\FK�OLVW�G\VNXV\MQ\FK�

:� GDOV]HM� NROHMQR�FL� ZUD]� ]� PRGHUQL]DFM�� ]DEH]SLHF]RQ\� E
G]LH� VHUZHU� JáyZQ\� 37.

(nike.ptkardio.pl).

:�SU]\SDGNX�]DVWRVRZDQLD�WDNLFK�VNDQHUyZ�F]
�ü�]DZLUXVRZDQHM�SRF]W\�QLH�WUDIL�ZL
F�Z�RJyOH

GR�VNU]\QHN�RGELRUFyZ��3RQL*HM�SU]\NáDGRZ\�WHVW�VNDQHUD�SROHJDM�F\�QD�SUyELH�Z\VáDQLD�SRF]W\

]DZLHUDM�FHM�Vá\QQ\�ZLUXV�Romeo & Juliet��1DGDZFD�SRF]W\�SR�SUyELH�Z\VáDQLD� OLVWX�RWU]\PXMH

LQIRUPDFMH��*H�SU]HV\áND�QLH�]RVWDáD�GRVWDUF]RQD�]�SRZRGX�]QDOH]LHQLD�Z�QLHM�ZLUXVD��

Date: 16 Sep 2001 16:05:40 -0000
From: postmaster@lodz.ptkardio.pl
To: pekasz@am.torun.pl
Subject: VIRUS IN YOUR MAIL TO Piotr.Kasztelowicz@lodz.ptkardio.pl

                   V I R U S  A L E R T

  Our viruschecker found a VIRUS in your email to
"Piotr.Kasztelowicz@lodz.ptkardio.pl".
           We stopped delivery of this email!

    Now it is on you to check your system for viruses

  For further information about this viruschecker see:
               http://amavis.org/
        AMaViS - A Mail Virus Scanner, licenced GPL

For your reference, here are the headers from your email:

------------------------- BEGIN HEADERS -----------------------------
Received: (qmail 24861 invoked from network); 16 Sep 2001 16:05:37 -0000
Received: from dorota.am.torun.pl (root@158.75.16.66)
  by 212.51.193.152 with SMTP; 16 Sep 2001 16:05:37 -0000
Received: from dorota.am.torun.pl (dorota.am.torun.pl [158.75.16.66])
        by dorota.am.torun.pl (8.9.3+Sun/8.9.3) with ESMTP id SAA04318
        for <Piotr.Kasztelowicz@lodz.ptkardio.pl>; Sun, 16 Sep 2001 18:15:06
+0200 (MET DST)
Date: Sun, 16 Sep 2001 18:15:05 +0200 (MET DST)
From: Piotr Kasztelowicz <pekasz@am.torun.pl>
To: <Piotr.Kasztelowicz@lodz.ptkardio.pl>
Subject: ,,... (fwd)
Message-ID: <Pine.GSO.4.31.0109161814440.4316-102000@dorota.am.torun.pl>



MIME-Version: 1.0
Content-Type: MULTIPART/Mixed; BOUNDARY="----
=_NextPart_000_001D_01C04A9A.F06454A0"
-------------------------- END HEADERS ------------------------------

:�G]LHQQLNX�VHUZHUD�QDWRPLDVW�DGPLQLVWUDWRU�RWU]\PXMH�LQIRUPDFM
��*H�VHUZHU�RGHEUDá�SU]HV\áN


]DZLHUDM�F��ZLUXVD��NWyU��]QLV]F]\á�

Now it is on you to check your system for viruses
Originally bin/qmail-local -- alias /var/qmail/alias Piotr.Kasztelowicz -
Piotr.Kasztelowicz
lodz.ptkardio.pl pekasz@am.torun.pl ./Mailbox
The mail has been stored as /var/virusmails/alias/virus-20010916-24862
xxxxxxxxxxxxxxxxxxSun Sep 16 18:05:38 MET DST 2001xxxxxxxxxxxxxxxxxxxxxxx
qmail-local (0.2.1) called -- alias /var/qmail/alias Piotr.Kasztelowicz -
Piotr.Kasztelowicz
lodz.ptkardio.pl pekasz@am.torun.pl ./Mailbox
FROM: pekasz@am.torun.pl
TO: Piotr.Kasztelowicz@lodz.ptkardio.pl
maxlevel: 0
Contents of /var/tmp/qmail-local24862/unpacked
.:
total 86
drwx------   3 alias    nofiles      512 Sep 16 18:05 .
drwx------   3 alias    nofiles      512 Sep 16 18:05 ..
-rw-------   1 alias    nofiles      242 Sep 16 18:05 1000656338.24879-0.sun
drwx------   2 alias    nofiles      512 Sep 16 18:05 SFX
-rw-------   1 alias    nofiles     6360 Sep 16 18:05 xjuliet.chm
-rw-------   1 alias    nofiles    34304 Sep 16 18:05 xromeo.exe

./SFX:
total 0
drwx------   2 alias    nofiles      512 Sep 16 18:05 .
drwx------   3 alias    nofiles      512 Sep 16 18:05 ..
H+BEDV AntiVir scanstatus0 is: 0
Mcafee scanstatus1 is: 0
Dr. Solomon (old) scanstatus2 is: 0
Dr. Solomon (new) scanstatus3 is: 0
Sophos Sweep scanstatus4 is: 0
NAI Virus Scan 4.x scanstatus5 is: 0
KasperskyLab AVP scanstatus6 is: 0
KasperskyLab AVPDaemonClient scantatus7 is: 0
F-Secure Antivirus scanstatus8 is: 0
Trend Micro FileScanner scanstatus9 is: 0
CyberSoft vfind scanstatus10 is: 0
CAI InoculateIT (inocucmd) scanstatus11 is: 100

Virus FOUND Sent notification to virusalert

:DUWR�GRGDü��*H�VNDQHU�WHQ�WDN*H�FKURQL�SU]HG�Z\V\áDQLHP�]DZLUXVRZDQHM�SRF]W\�QD�]HZQ�WU]�L

MHVW�WR�R�W\OH�ZD*QH��*H�QLNW�QLH�E
G]LH�QD�VWDZLDá�]DU]XWyZ��*H�RWU]\PDá�]DZLUXVRZDQ��SU]HV\áN


SRFKRG]�F��]�QDV]HJR�NRPSXWHUD�



Metody ataku na systemy komputerowe

6\VWHP\� NRPSXWHURZH�� Z� V]F]HJyOQR�FL� ,QWHUQHW�� NWyUH� ZFKRG]Lá\� GR� X*\WNX� Z� ODWDFK

VLHGHPG]LHVL�W\FK� ;;� ZLHNX� SRVLDGDá\� L� QDGDO� ]DZLHUDM�� SRZV]HFKQLH� ]QDQH� OXNL� Z

]DEH]SLHF]HQLDFK��3RGVWDZRZ\P�SUREOHPDPL��NWyUH�VSRW\ND�VL
�DNWXDOQLH�WR�

� SUREOHP\� ]ZL�]DQH� ]� ZVSyáLVWQLHQLHP� Z� UDPDFK� MHGQHM� IL]\F]QHM� VLHFL� RELHJX� GDQ\FK

ZHZQ
WU]Q\FK��QS��V]SLWDOQHM�ED]\�GDQ\FK��RUD]� VLHFL�SXEOLF]QHM��Z\FKRG]�FHM�QD�]HZQ�WU]

F]\OL�,QWHUQHWX�±�NRQLHF]QR�ü�UR]G]LHODQLD�W\FK�VLHFL

� SUREOHP\� ]ZL�]DQH� ]� LVWQLHQLHP� ZLHOX� SURZLGHUyZ� XGRVW
SQLDM�F\FK� Uy*QH� XVáXJL

Internetowe anonimowym klientom
� GHFHQWUDOL]DFMD�]DU]�G]DQLD�,QWHUQHWHP�Z�V]F]HJyOQR�FL�]DU]�G]DQLHP�GRPHQDPL

0HWRG\�DWDNX�QD�V\VWHP\�NRPSXWHURZH�QDMF]
�FLHM�RSLHUDM��VL
�QD�Z\NRU]\VW\ZDQLX�ZV]\VWNLFK

PR*OLZR�FL� � �� QLH� W\ONR� OXN� Z� V\VWHPDFK� NRPSXWHURZ\FK� DOH� Eá
GyZ� Z� ]DU]�G]DQLX� W\PL

V\VWHPDPL�F]\�EUDNX�ZáD�FLZHM�RUJDQL]DFML�L�QDG]RUX�QDG�NRPSXWHURZ\PL�GDQ\PL�PHG\F]Q\PL�

&HOHP�DWDNX�PR*H�E\ü�SUyED�QLHXSUDZQLRQHJR�GRVW
SX�GR�QLHNWyU\FK�GDQ\FK�OXE�SUyED�SU]HM
FLD

V\VWHPX� NRPSXWHURZHJR� SR� WR� DE\� GRNRQDü� DWDN� QD� LQQ\� VHUZHU� �SRGREQLH� MDN� DWDNL

WHUURU\VW\F]QH� GRNRQXMH� VL
� SU]\� SRPRF\� VNUDG]LRQ\FK� VDPRFKRGyZ�� 6SR�UyG� Uy*Q\FK�PHWRG

MDNLH�PRJ��E\ü�X*\ZDQH�GR�WHJR�FHOX�FKFLDáE\P�SU]HGVWDZLü�SRNUyWFH�WU]\

Sniffing/hacking

Sniffing Z�RGQLHVLHQLX�GR�V\VWHPyZ�NRPSXWHURZ\FK�R]QDF]D�QDVáXFKLZDQLH�L�Z\V]XNLZDQLH�OXN

Z�V\VWHPDFK�]DEH]SLHF]H��VHUZHUyZ�SU]\�F]\P�W\P�PLDQHP�RNUH�OD�VL
�UyZQLH*�SRGVáXFKLZDQLH

Z�VLHFL�KDVHá�GRVW
SX��MH�OL�WH�SU]HV\áDQH�V��GR�VHUZHUD�EH]�V]\IURZDQLD�F]\�WH*�SRGSDWU\ZDQLH�Z

RJyOH� ZV]\VWNLHJR� ±� á�F]QLH� ]� XSRGREDQLDPL� Uy*Q\FK� X*\WNRZQLNyZ�Z� VLHFL� ±� MDN� F]
VWR� VL


ORJXM��GR�VHUZHUD��]�MDNLFK�PLHMVF�ORJXM��VL
�GR�VHUZHUD��F]\�]DSLVXM��JG]LH��KDVáD�GRVW
SX��MDN

FKURQL�� L� F]\�Z�RJyOH� ]ZUDFDM�� XZDJ
� QD�NRQLHF]QR�ü� FKURQLHQLD� VZRLFK� SOLNyZ��Sniffing jest
]Z\NOH�ZVW
SHP�GR�GDOV]\FK�G]LDáD��hackerów – czyli hackingu lub spoofingu. Hacking�MHVW�MX*
RNUH�OHQLHP�QD�DNW\ZQH�áDPDQLH�V]\IUyZ�F]\�KDVHá�SU]\�F]\�VQLIILQJ�PR*H�E\ü�]DUyZQR�ZVW
SHP

GR�SUyE� áDPDQLD� KDVHá� MDN� L� GR�spoofingu. +DFNHU]\� F]
VWR� GR� ]áDPDQLD� KDVáD� SRVáXJXM�� VL
� ±

GRVW
SQ\PL�QLHVWHW\�±�WDN*H�Z�VLHFL�SURJUDPDPL�W]Z��Äcrackami”

Spoofing

MHVW� G]LDáDQLHP�SROHJDM�F\P�QD� W\P��*H� RVRED� SUyEXM�FD� DWDNRZDü� V\VWHP�XGDMH� OXE� QD�ODGXMH

X*\WNRZQLND� SRVLDGDM�FHJR� U]HF]\ZLVWH� XSUDZQLHQLD� GR� NRU]\VWDQLD� ]� GDQ\FK� XVáXJ� Z� VLHFL�

Najpopularniejszy jest spoofing�VáX*�F\�GR�SR]\VNLZDQLD�GDQ\FK�]�SáDWQ\FK�VHUZHUyZ�:::��

NWyUH�LGHQW\ILNXM��VZRMHJR�X*\WNRZQLND�SU]\]QDM�F�PX�SUDZD�GRVW
SX�GR�GDQ\FK�QD�SRGVWDZLH

VSUDZG]DQLD�QXPHUX�,3�OXE�GRPHQ\�]�NWyUHM�ORJXMH�VL
�X*\WNRZQLN��3URJUDP\�VáX*�FH�GR�WDNLHJR

spoofingu�L�LQVWUXNFMH�LFK�REVáXJL�SURJUDP\�GRVW
SQH�V��±�QLHVWHW\�±�SRZV]HFKQLH�Z�,QWHUQHFLH�



„Stack overflow”

MHVW�WR�PHWRGD�XV]NDG]DQLD�VHUZHUyZ�VLHFLRZ\FK�SROHJDM�FD�QD�JHQHURZDQLD�WDN�GX*HJR�ruchuw
VLHFL�� NWyU\� GDQ\� VHUZHU� QLH�PR*H� REVáX*\ü�� 3RWRF]QLH�PR*QD� QD]ZDü� WR� ]DSFKDQLHP� V\VWHPX

NRPSXWHURZHJR�D�QDMF]
VWV]��PHWRG��G]LDáDQLD� WHJR� W\SX� MHVW�DXWRPDW\F]QH�Z\V\áDQLH�Z�FL�JX

NUyWNLHJR� F]DVX� EDUG]R� GX*HM� LOR�FL� SRF]W\� HOHNWURQLF]QHM� �mailbomby), co w niektórych
SU]\SDGNDFK� SRZRGXMH� ]DKDPRZDQLH� SUDZLGáRZHM� IXQNFML� RSURJUDPRZDQLD� QLH� W\ONR

SRF]WRZHJR��1LHNWyUH�RSURJUDPRZDQLH�SRF]WRZH��WDN*H�WR��NWyUH�X*\ZDP\�REHFQLH�QD�VHUZHUDFK

37.� MHVW�SU]\QDMPQLHM� F]
�FLRZR�RGSRUQH�QD� WHJR� W\SX� DWDN�� MHGQDN� ]DEH]SLHF]HQLH� V\VWHPyZ

NRPSXWHURZ\FK�SU]HG�WHJR�W\SX�DWDNLHP�QLH�]DZV]H�MHVW�GR�NR�FD�PR*OLZH��&]DVDPL�NRQLHF]QH

MHVW�RGFL
FLH�VHUZHUD�RG�SU]\MPRZDQLD�SRF]W\�]� VHUZHUyZ�GDQHJR�SD�VWZD� L�SU]HSXV]F]HQLH� MH

LQQ\P� V]ODNLHP�� FR� PLDáR� PLHMVFH� Z� SU]\SDGNX� WDN*H� DGPLQLVWURZDQ\FK� SU]H]� QDV� VHUZHUyZ

kardiologicznych

=DNR�F]HQLH

=DEH]SLHF]DQLH� VHUZHUyZ� SU]HG� QLHSRZRáDQ\P� GRVW
SHP� ]� ]HZQ�WU]�� ]DZLUXVRZDQLHP� OXE

XV]NRG]HQLHP� MHVW� QLH]E
GQ\P� G]LDáDQLHP� GOD� SUDZLGáRZHJR� IXQNFMRQRZDQLD� V\VWHPyZ

NRPSXWHURZ\FK�� :D*Q�� F]\QQR�FL�� DGPLQLVWUDWRUD� L� ND*GHJR� X*\WNRZQLND�� R� F]\P� QLH

ZVSRPQLDQR�ZF]H�QLHM��MHVW�WZRU]HQLH�NRSLL�]DSDVRZ\FK�ZD*Q\FK�SOLNyZ�L�GDQ\FK��:�UHIHUDFLH

SU]HGVWDZLOL�P\� QDMSRZD*QLHMV]H� ]DJUR*HQLD� RUD]� VSRVyE� Z� MDNL� DGPLQLVWUXM�F� VHUZHUDPL

NDUGLRORJLF]Q\PL� VWDUDP\� VRELH� ]� QLPL� UDG]Lü�� =� GUXJLHM� VWURQ\� MHGQDN� ]ZUDFDP\� ]D� ND*G\P

UD]HP�XZDJ
��*H�RG�VWURQ\�RUJDQL]DF\MQR�SUDZQHM�MDN�L�SUDNW\F]QHM�QDMZD*QLHMV]\P�HOHPHQWHP

]DEH]SLHF]HQLD� V\VWHPX�NRPSXWHURZHJR� MHVW�ZáD�FLZH�G]LDáDQLH� L� ]UR]XPLHQLH�SUREOHPX�SU]H]

ND*GHJR�X*\WNRZQLND�VLHFL��-HVW�WR�QDMZL
NV]D�JZDUDQFMD�SHZQR�FL��*H�NRPSXWHU\�Z�VLHFL�E
G�

SUDFRZDü�SUDZLGáRZR�L�QLJG\�QLH�]RVWDQ��XV]NRG]RQH�


